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In order to improve data security and access management in cloud computing environments, the Multi-
Authority Authentication Mechanism File Encryption System (MA-AMFES) is presented in this abstract.
Several identification and authentication authorities are integrated into the proposed system to ensure
reliable authentication and authorisation processes. ABE approaches are used by MA-AMFES to enable
fine-grained access control to encrypted data depending on user traits. In order to ensure a flexible and
scalable configuration, the system makes use of a new key management technique that enables safe key
production and distribution across several authorities. Moreover, MA-AMFES uses a hybrid encryption
strategy that combines symmetric and ABE-based encryption to strike the ideal balance between security
and computing efficiency. The proposed system's efficacy in terms of authentication accuracy, efficiency,
and security is shown through experimental findings.
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